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SOCIAL MEDIA CAMPAIGN FOR ONLINE SECURITY (SMCOS) 

              Rudorwamwari Nyakanda’19 and Professor Chuck Huff (Psychology) 

 

DESCRIPTION 

The Social Media Campaign for Online Security is designed to reach college students with 

motivational messages and to communicate necessary skills for internet use while using their 

computers and cellphones. The aim of this campaign is to spur students to an offline gathering 

place that educates students on practical online habits that prevent potential online breaches from 

occuring.  A phishing study conducted at St. Olaf last Spring shows that freshmen were three 

time more likely than seniors to respond to a fake email trying to steal private information. 

Fully one quarter of first year students succumbed to the  phishing attack (from the final report of 

the self-phishing team in Prof. Huff’s computer ethics class. Please see attached). By leveraging 

the social pressures that college students experience online, the SMCOS would utilize social 

media platforms to educate students on better online practices. The social media platforms 

include and are not limited to Facebook and Instagram. By using classic social-psych principles 

drawn for the literature in the principles of attitudes and persuasion, we should be able to change 

students’ behaviors and habits online. These two social-psych principles will assist in developing 

a better approach with the campaign. We will combine these principles with current literature in 

social media campaigns to make a lasting change in online habits by understanding the 

fundamental elements that can change human behavior in this new context. Researching college 
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students’ online behavior would enable the campaign to capitalise on the students’ attention by 

applying to their demographic and generational interests. 

 

TIMELINE 

In June 2018, background research would be done on how to develop educational information 

that is appealing enough for freshmen. This information collected would be used to create and 

target the content to be used for focus groups.  During late Summer and Fall 2018 five focus 

groups with 6-8 college students (in different years) each will be created to test the online 

educational services. The focus groups would also include a few key student stakeholders or 

influencers we would recruit who would be the campus social connectors to spread the word 

about the campaign. The questions asked by the facilitator would be deliberate and consistent 

among different focus groups. We believe small focus groups would foster trust among students 

to speak openly about stories they may be otherwise reluctant to share.  Our current plan is to use 

the focus groups to 1) collect real stories in which students have experienced the repercussions of 

online security negligence. These examples may include getting stalked, bullied or experiencing 

extortion online. The focus groups will also help us 2) to pretest campaigns that might be most 

effective in spreading the word and changing attitudes and behavior.  Together, this information 

would help us generate conversations among college students and encourage students to adopt 

safer online habits. 

By Spring (tentatively March) 2019, a Social Media Campaign shaped by the results from the 

five focus groups would be ready to run on campus. However, the primary target of this 
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campaign would be First Year students.  The online educational material would be distributed on 

the SMCOS website, Facebook and Instagram page. Prizes will be available to encourage 

students to participate and merchandise will be distributed to raise awareness about the 

campaign.  Additional in person training on safe online habits will be available at DiSCO.  

 

CONSULTANTS 

The research team has already contacted Prof. William Sonnega, a specialist in social media, 

who has consulted in the construction of this proposal and agrees to consult on the research 

process, including the focus groups, and the construction and implementation of the social media 

campaign.  Roberta Lembke, Chief Information officer for Libraries and IT, has agreed to make 

the resources and collaboration of the Security Officer at IT available as a part of this project.  

 

BUDGET 

● Campaign Production                                                                                  $700 
o Focus group materials (stationery, games, etc)                                  $100 
o Facebook advertising                                                                         $200 
o Instagram advertising                                                                         $200 
o Website design and advertising                                                          $200 

● Campaign Maintenance* :                                                                      $ 2,450 
o Stipend for focus groups ($15 x 5 focus groups x 8 students)                       $600 
o Honorarium for facilitators & helpers ($20 x 5)                                        $100 
o Food for the focus groups                                                                 $250 
o Merchandise to advertise campaign                                              $1,000 
o Swag( Prizes for participants of the campaign)                                            500 

Total                                                                                                       $ 3,150 
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*Stipends and Honorariums will be given to students and facilitators in the form of St. Olaf Bookstore gift cards. 
Food for the focus groups during the meetings would be catered by Bon Appetit. Merchandise with the campaign 
logo would be used to push the message about SMCOS. Swag or prizes will be used to encourage students to 
participate in the campaign. 

 

Location of Award: DiSCO 

 

 

COLLABORATORS INDIVIDUAL STATEMENTS  

 

● Rudorwamwari Nyakanda’19  (nyakan1) 

The Social Media Campaign for Online Security (SMCOS) would be an amazing opportunity to 
gain hands-on experience for designing programs for safe internet use. This campaign would be 
be a great addition to my independent major in the Socio-Behavioral Components of 
Cybersecurity. I would be able to apply the knowledge I’ve adopted from all the classes I’ve 
taken henceforth for this major. This would also assist in the production of my major Capstone 
project: The Online Guide To Protect Yourself From Hackers. In addition, I believe this 
campaign would assist in my future thesis development for my graduate studies I plan to do after 
graduation here. My expected contribution would be as principal investigator and project lead. I 
will be in charge of literature search, methodology design for the focus groups, social media 
campaign design and implementation. 

● Charles Huff (huff) 

I have been teaching and studying the social aspects of computing since before the advent of the 
internet.  Last year I served on the committee of a recent PhD. recipient in the area of behavioral 
aspects of information security.  This project is of interest to me because it connects with my 
teaching and research, and allows me to learn (from Rudo and from Bill Sonnega) how to design 
social media campaigns to increase information security.  I will work in collaboration with Rudo 
in every step and aspect of the project, providing access to literature, advice and training in 
methodology, and creative input on the design of the media campaign.  
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ADDITIONAL INFORMATION TO SUPPORT APPLICATION (ATTACHED): 

The Final Phishing Report 2016-17 from Prof. Charles Huff’s Ethics in Computer Science class. 

  


